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The idea behind the „Lost in Cyber World“ 

project evolved from experience collated over 

the past four years in the IN VIA advice centre 

for women affected by human trafficking. 

Human traffickers increasingly recruit their 

victims over the Internet. In chat rooms 

and Web forums, perpetrators hold out the 

prospect of attractive jobs or lure young 

women with marriage proposals or friendship 

requests. Increasingly, young German women 

and children are also affected.

Running from February 2010 to January 2012, 

this project focuses on the development of 

preventive measures for sensitising and pro-

tecting against dangerous encounters on the 

Internet. One of the objectives of the project 

is to provide information on the dangers and 

risks harboured by the Internet while broach-

ing the issue of problematic online behaviour 

practised by adolescents among their peers. 

This project involves five European non-gov-

ernmental organisations (NGOs) which have 

been fighting against trafficking in women for 

years. The information and training materials 

developed within the framework of this project 

are to be distributed by the international 

networks against human trafficking, Coatnet 

and La Strada, and/or made available to other 

European organisations for their preventive 

work with young people.
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Information technology in everyday lives

Rapid development in the area of IT is 
also accompanied by very dynamic social 
development. Internet usage has become 
part and parcel of our everyday lives as 
well as having fundamentally changed 
our habits as regards information and 
communication. Information technology 
offers a wide variety of possibilities while 

simultaneously harbouring many risks 
and dangers. Apart from the phenomena 
associated with online crime and dangers 
such as phishing*, botnets**, gambling 
or similar, questionable behaviour by 
adolescents within virtual social networks 
has developed to become a challenge for 
parents and educators.

*Phishing describes attempts to obtain data on an Internet user.
**Most botnets are used for sending spam (unwanted advertising e-mails) or viruses.

Source: EU Kids Online September 2011

Source: EU Kids Online September 2011
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Most frequent risks and types of problematic behaviour 
in online networks

Cyber Bullying 

Cyber bullying can be defined as aggressive attempts at intimidation such as harassment, 

coercion, spreading untruths or compromising images via modern electronic communica-

tion media by individual persons or groups. Cyber bullying (Internet mobbing) is particularly 

prevalent in social networks.

Happy Slapping

Happy slapping is a euphemistic description of distribution of an intentional act of violence 

which is consciously filmed, usually using a mobile phone, and shared via Bluetooth and/or 

the Internet.

Cyber Grooming 

Cyber grooming literally means grooming in digital space. It refers to specific sexual harass-

ment of children and adolescents on the Internet. Such encounters often result in the pro-

duction of child pornography recordings in front of a Web cam, sexual abuse in chat rooms 

or personal meetings.

Sexting 

The word represents a combination of Sex and Texting. Sexting involves adolescents sending 

sexually explicit photos of themselves as attachments to usually erotic text messages.
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Social online networks

Social online networks „represent an ex-
tension and continuation of social space 
in a digital form“. They are not only taken 
for granted as part of adolescents‘ social 
lives but have even become indispen-
sable. 59% of all 9 to 16-year olds have 
generated a profile in at least one social 
network (26% of 9 to 10-year olds / 82% 
of 15 to 16-year olds). 26% of children and 
adolescents have not specified who can 
read or see something about their families 
and friends. Friendships are maintained 
and new contacts tapped in the virtual 

world. Adolescents utilise digital chat 
rooms for exchanging information, as 
homework aids, for discussions or simply 
for chatting. Children and adolescents are 
not always aware of the serious sustain-
ability of their own injurious actions („the 
digital world never forgets“). Nor are they 
always capable of estimating the risks 
and potential dangers confronting them 
on the Net. Therefore, it is important to 
encourage digital competence while si-
multaneously sensitising users as regards 
the risks and dangers.

Which of these things do you know how to do on the internet?

Change privacy settings Block another user

SNS % 11–12 % 13–14 % 15–16 % 11–12 % 13–14 % 15–16

Facebook 55 70 78 61 76 80

Nasza-Klasa 64 80 85 56 71 83

Schüler-VZ 61 73 81 62 72 78

Tuenti 53 72 82 67 84 91

Hyves 68 77 89 79 88 94

Hi5 42 63 56 51 65 73

All SNSs 56 71 78 61 75 81

Source: EU Kids Online September 2011Base: All children aged with a profile on the named SNS.

Relation between child’s SNS use and parental rules by age

Source: EU Kids Online September 2011Base: All children who use internet.
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Th is is a form of mobbing on the Internet 
and is particularly prevalent in social 
networks. Victims receive insulting and 
hurtful messages; taunting articles are 
posted on the chat pinboard and/or hate 
groups are formed directed towards a 
target person which can then be joined by 
many other users. A variant of cyber bul-
lying similar to happy slapping involves 
fi lming the victim in an unpleasant and 
compromising situation. Th e ensuing 
extremely swift  distribution of this video 
on the Internet or by mobile phone means 
additional grief for the victim. Th e social 
and psychological consequences can be 

dramatic. Aft er all, the victim has practi-
cally no possibility to defend themselves 
in such situations.

Cyber Bullying 

Source: EU Kids Online September 2011

Whether has been bullied online or at all
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Th is describes an intentional act of vio-
lence fi lmed and shared by the perpetra-
tors. Th e victim is usually both physically 
and psychologically inferior. Violent 
situations are instigated and recorded on 
mobile phones. Recordings are shared 
among mobiles or through the Internet, 
published on student homepages or sim-
ply printed and passed from one person 
to another. Happy slapping oft en takes 
place in close social environments such 
as school. It usually involves adolescents 
aged 14 to 17. Th e number of adolescents 
who have been victims of happy slapping 

has not been statistically recorded and is 
practically impossible to calculate. Aft er 
all, victims fail to report perpetrators out 
of shame and/or fear of reprisal.

Happy Slapping

Source: EU Kids Online September 2011

Whether a child is a victim of bullying, by whether the child is bullying others
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In chat rooms, strangers can be con-
tacted at a click of the mouse and new 
chat room forums such as Chatroulette 
enable a practically unlimited number of 
contacts to entire strangers.

Online networks can be searched for 
member profiles where children and 
adolescents supply lots of personal infor-
mation on their lives and environments. 
Potential perpetrators thereby obtain 
an opportunity to get to know the child 
or adolescent better and try to use this 
knowledge when responding to needs 
expressed.

Cyber grooming is involved when the 
perpetrator takes advantage of the trust 
developed to convince the child or ado-
lescent to watch sexual acts performed 
by the perpetrator in front of the camera 
or to convince the child or adolescent to 
engage in sexual conduct in front of the 
camera or to agree to meet in real life 
where sexual abuse can be the result.

Sexting refers to the phenomenon of tak-
ing nude photos of oneself and sharing 
them via Multimedia Messaging Services 
(MMS). The word represents a combina-
tion of Sex and Texting. 

Cyber Grooming / Sexting

Source: EU Kids Online September 2011

Sexual content

 % Seen sexual images on any website
 % Seen or received sexual messages
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Generally forbidding use of the Internet is 
neither eff ective nor expedient. Children 
and adolescents must learn to navigate 
safely on the Internet. At the same time, 
they should also discuss the consequences 
of their own actions in the virtual world. 
Information off ers more protection than 
forbidding use. Th erefore:

What can I do as a parent?

•   Show interest in how your child uses

the Internet.

•   Ask your child what off ers he/she uses

on the Internet.

•   Let your child show you his/her favourite 

Web sites.

•   Chat to your child online.

•   Talk to your child about the dangers

represented by the Internet.

•   Agree with your child on what he/she may 

publish about your family and him/herself.

•   Show your child how to withdraw from 

conversations in chat rooms.

•   Keep asking questions.

If you notice that your child:

•   is becoming more reserved

•   no longer wants to spend time

with other people

•   suddenly starts avoiding the computer

•   increasingly has health problems

•   often misses school

•   becomes withdrawn

•   breaks off  all friendships or 

If you suspect that your child is being bul-

lied, try to talk to him/her. If your suspicion 

is confi rmed:

•   Try to get in touch with the school.

•   Inform the police or

•   Contact specialised advice centres.
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Legal possibilities of criminal prosecution associated with:

The Internet is not an illegal vacuum.

Cyber Bullying
Indications of individual criminal offences associated with cyber bullying could be

•   Violation of copyrights to proprietary images

•   Slander

•   Stalking

Happy Slapping
As an intentional act of violence, happy slapping is an offence which can be prosecuted in 

Germany. Indications of individual criminal offences:

Against persons who take action against victims:

•   Bodily harm

•   Coercion, threat

•   Insult

•   Offences against sexual self-determination

•   Presentation of violence

Against persons filming and/or distributing the offence:

•   Violation of copyrights to proprietary images

•   Violation of personal spheres by recording images

•   Failure to render assistance

•   Covering up crimes of complicity and participation

•   Presentation of violence

Legal possibilities of criminal prosecution:

Criminal instruments against the sexual exploitation of children can include:

•   Sexual abuse of children 

•   Distribution of pornographic media



This publication was created with financial support from the EC Daphne promotional programme. The contents of this 
publication are the sole responsibility of the publisher and can not be used in any manner for reflecting opinions of the 
European Commission.

www.lostincyberworld.eu

Sources

www.eukidsonline.net

www.mpfs.de

www. uni-leipzig.de/~umfmed/MeMo_SON10.pdf

www.uni-leipzig.de/mepaed/medienkonvergenz-monitoring

Commonality and diversity within Europe

 Years since 50% internet use = 6+
 Years since 50% internet use = 3-5
 Years since 50% internet use = 0-2

GDP per capita per year
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Source: EU Kids Online September 2011
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